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OP-TEE
Introduction



OP-TEE(BL32)

 Initial during TF-A boot sequence 

 Provide isolation from the non-secure OS(Linux)

 Provide Trusted Applications

Source: https://www.cnblogs.com/arnoldlu/p/14175126.html



TEE (Trusted Execution Environment)

 OP-TEE (Arm Linaro)

 Trusty TEE (Google Android)

 QSEE (Qualcomm)

 TEEgris (Samsung)

 Beanpod ISEE (MTK)

 iOS Secure Enclave (Apple) – Separate processor

Source: https://globalplatform.org/wp-content/uploads/2018/05/Introduction-to-Trusted-Execution-Environment-15May2018.pdf



OP-TEE – Overview

 Open-source Portable Trusted Execution Environment

 An OS running in secured world

 Designed as companion to Linux kernel which is referred to as the Rich 
Execution Environment (REE)

 Rely on the Arm TrustZone technology (ARMv7/ARMv8)

 Why we need OP-TEE?



TEE Application

 Fingerprint recognition

 DRM video playback

 Mobile payments

 Trusted UI
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Client Application  Trusted Application

Client API

① Push non-secure world context
② Pop secure world context

① Push secure world context
② Pop non-secure world context

OP-TEE driver

NS = 1 NS = 0

OP-TEE OS Thread 



CA & TA

 Optee_client/libteec

 TEEC_InitializeContext

 TEEC_OpenSession

 TEEC_InvokeCommand

 TEEC_CloseSession

 TEEC_FinalizeContext

TEEC_Result TEEC_InitializeContext(
const char* name,
TEEC_Context* context)

void TEEC_FinalizeContext(
TEEC_Context* context)

TEEC_Result TEEC_OpenSession (
TEEC_Context* context,
TEEC_Session* session,
const TEEC_UUID* destination,
uint32_t connectionMethod,
const void* connectionData,
TEEC_Operation* operation,
uint32_t* returnOrigin)

void TEEC_CloseSession (
TEEC_Session* session)

TEEC_Result TEEC_InvokeCommand(
TEEC_Session* session,
uint32_t commandID,
TEEC_Operation* operation,
uint32_t* returnOrigin)
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Build OP-TEE with Yocto

 Check the TEE is enabled in Linux Kernel

 Add OP-TEE stuff into the Yocto build

1. Open the local.conf (~/yocto/build/conf/local.conf)

2. Insert

3. Save

MACHINE_FEATURES_append = "optee"

$ bitbake linux-ma35d1 -c menuconfig
$ bitbake linux-ma35d1 -C compile



OP-TEE in Linux

 Check optee device

 TEE subsystem running in background



Run-time Load TA

Linux OP-TEE

TACATee-supplicant

Secure Monitor

tee driverFile System TEE file system

① Open session ⑤ Load TA

② SMC ③ SMC

④ Read TA

/lib/arm_tz

PTA



CA & TA (from MA35D1 Linux)

 CA (Client Application)

 TA (Trusted Application)

UUID defined source header of CA and TA



TA sign and encrypt

 Sign and encrypt on compile-time 

 RSA private key:  optee-os/keys/default_ta.pem

 Encrypt key TA_ENC_KEY: optee-os/ta/arch/arm/link.mk

 Sign and encrypt by: optee-os/scripts/sign_encrypt.py

 Verify and decrypt on run-time

 RSA public key in optee-os image

 OP-TEE OS decrypt key: tee_otp_get_ta_enc_key()



Secure Crypto, TRNG, KS
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OP-TEE
User Application

Secure Monitor

Crypto tee 
client
driver

TRNG tee 
client
driver

KS client
driver

Crypto TRNG KS

tee subsystem
optee driver

Crypto
PTA

TRNG
PTA

KS
PTA



Non-secure Crypto, TRNG, KS
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Crypto



Crypto Accelerator

 PRNG
 Can take seed from TRNG

 HMAC/SHA, SHA3, MD5, SM3

 AES, SM4

 ECC, SM2

 RSA

side-channel attack protection ability



18


