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| OP-TEE(BL32)

* |nitial during TF-A boot sequence
* Provide isolation from the non-secure OS(Linux)
* Provide Trusted Applications

Normal World g Secure b
Linux BL32
f
BL33 : OP-TEE
u-boot

Verify

SMCCC BL31 PSCI /

IBR Intlernal Boot Rom

Secure Monitor

World switch Dispatcher <:| RESET

MA35D1 Boot Flow
Source: https://www.cnblogs.com/arnoldlu/p/14175126.html
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| TEE (Trusted Execution Environment)

e OP-TEE (Arm Linaro)
e Trusty TEE (Google Android)

TRUSTED EXECUTION ENVIRONMENTS (TEE)

o QS E E ( Qu a I CO m m ) An Introduction to TEE functionality and how GlobalPlatform supports it.

THE TECHNOLOGY

e TEEgris (Samsung)

The TEE is a secure area of the main processor of a connected device that ensures

sensitive data is stored, processed and protected in an isolated and trusted

PY Be a n p 0 d I S E E ( M T K) environment. As such, it offers protection against software attacks generated in the

Rich Operating System (Rich OS).

o i OS Se cure E NC I ave (A p p I e ) - Se p a rate p rocessor The TEE's ability to offer safe execution of authorized security software, known as

‘trusted applications’ (TAs), enables it to provide end-to-end

security by protecting the execution of authenticated code,
confidentiality, authenticity, privacy, system integrity and data
access rights. Comparative to other security environments on the TEE

device, the TEE also offers high processing speeds and a large
amount of accessible memory. The primary purpose of the isolated execution

environment, provided by the TEE, is to protect device and TA assets.
Source: https://globalplatform.org/wp-content/uploads/2018/05/Introduction-to-Trusted-Execution-Environment-15May2018.pdf
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| OP-TEE - Overview

e Open-source Portable Trusted Execution Environment
e An OS running in secured world

e Designed as companion to Linux kernel which is referred to as the Rich
Execution Environment (REE)

e Rely on the Arm TrustZone technology (ARMv7/ARMvS8) .

TrustedFirmware

e Why we need OP-TEE? OPEN SOURCE SECURE SOFTWARE

ironment (SPE) of microcontrollers.

Available Trusted Firmware Projects
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| TEE Application

e Fingerprint recognition
e DRM video playback
e Mobile payments

e Trusted Ul
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| MA35D1 Secure/Non-secure IP

Non-secure Secure

VvC8000
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| Client Application €= Trusted Application

NS=1 Normal world Secure world NS=0

e N e e

o Client AP Il B — -

EL1

S N S S S ——— (S S S S S S S S S — O — —— ——

EL2

EL3

(@ Push non-secure world context
@ Pop secure world context
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| cA & TA

e Optee_client/libteec

TEEC_Result TEEC_InitializeContext(

const char* name, Normal world Secure world
TEEC_Context* context) T T T TR T TTTTTTTTT TR

void TEEC_FinalizeContext( e

*k s .
TEEC_Context* context) Trusted Application

(TA)

Client Application
(CA)

TEEC_Result TEEC_OpenSession ( 9
TEEC_Context* context,

TEEC_Session* session,

const TEEC _UUID* destination,
uint32_t connectionMethod,
const void* connectionData,
TEEC_Operation* operation,
uint32_t* returnOrigin)

I Shared Memory . I

Client API Internal API

Context

void TEEC_CloseSession (
TEEC_Session* session)

TEEC_Result TEEC_InvokeCommand ( e

TEEC_Session* session,

uint32_t commandID,

TEEC Operation* operation,
Joy of iumovation uint32_t* returnOrigin)
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[ J [ J
Build OP-TEE with Yocto RN
Arrow keys navigate the ménu.---<Enter=.selects submenus ---> (or empty

<
submenus ----). Highlighted letters are hotkeys. Pressing <Y= <
includes, <N=> excludes, <M> modularizes features. Press <Esc><Esc> to <
exit, <?> for Help, </= for Search. Legend: [*] built-in [ ] <
6-’\@.?\@#@(_)@f\@p\@f\@p\@f\@h@-’\@h@-’\ v Gt B a3 a1 s G G s i f\@-‘\@
H H H ‘@< [*] NVMEM Support ---3 <
* Check the TEE is enabled in Linux Kernel mmmmp ' 5 seen o :
< < > FPGA Configuration Framework <
. . . < < > FSI support <
$ bitbake linux-ma35dl -c menucon-Flg < ;--sta_Trusted-Execution-Environment support <
. . . < i N TEE drivers ---> <
$ bitbake linux-ma35dl -C compile < b--z->-Ecketranm S10%-Support--=--=- <
< < > SLIMbus support <
< < > On-Chip Interconnect management support =
< < > Counter support <

M

. L] @

([ -

Add OP-TEE stuff into the Yocto build ot s s ctme s ctemie e

“@"@"@"@"@"@"@e"@"¢"e"@"@"@"@"@"@e"@"e"e"@"e"@"@"e"e"@"e"e"@"e"@"e"e"e"@"@>

1. Open the local.conf (~/yocto/build/conf/local.conf)
2. Insert MACHINE FEATURES append = "optee"

3. Save

Toy of immovation
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| OP-TEE in Linux

e Check optee device

root@ma35dl-evb:/dev# l1ls tee*
teel teepriv0

e TEE subsystem running in background

gl XooT £LUDZL 5 /sShln/jadgetty —o - —— \Uu ——hnoclear T

419 root 2332 s /usr/bin/tee-supplicant

systemd/systemd-loginc
425 root 0 IW [kworker/ud:3-ev]

AT e = N ToT |l PSSR, P I [ o DI |
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| Run-time Load TA

Tee-supplicaiit CA
4 Read TA (D Open session G Load TA
¢ . D
Linux
_ 4
/lib/arm_tz @ SMC 3 SMC

Secure Monitor
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| CA & TA (from MA35D1 Linux)

UUID defined source header of CA and TA

/* UUID of the trusted application */
#define TA SECURE STORAGE UUID \

e CA (Client Application) { 0xfae758bb, 0x1437, Ox4fbf, \
{ 0x87, 0x85, 0x8d, 0x35, 0x80, 0xc3, 0x49, 6x94 } }
root@ma35dl-evb:~# ls /usr/bin/optee*
/usr/bin/optee example acipher [usr/bin/optee example hello world  /usr/bin/optee example random
[usr/bin/optee example aes [usr/bin/optee example hotp I /usr/bin/optee_example_secure_storageI

e TA (Trusted Application)

root@ma35dl-evb:~# 1ls /lib/optee armtz/

484d4143-2d53-4841-3120-4a6£636b6542.ta Baaaf200-2450-1led-abe2-0002a5d5¢51b.ta d17£73a0-36ef-1lel-984a-0002a5d5c51b. ta
528938ce-fc59-11e8-8eb2-£2801£1b9fdl.ta a4c04d50-£180-11e8-8eb2-£2801f1b9fdl.ta e13010e0-2ael-11le5-896a-0002a5d5c51b. ta
5b9e0ed0-2636-11lel-ad9e-0002a5d5c51b. ta a734eed9d-déal-4244-aa50-7c99719e7bTb.ta 626662e-cOe2-485c-b8c8-09fbcebedf3d. ta
5ce0c432-0ab0-40e5-a056-782calebaba2.ta b3091a65-9751-4784-abf7-0298a7cc35ba.ta 26a33ed4-562b-463a-bb7e-f£5e15a493c8. ta
5dbac793-£574-4871-8ad3-04331ecl7£24.ta b689£2a7-Badf-477a-9£99-32e90c0ad0a2.ta _£157cda0-550c-11e5-a6fa-0002a5d5¢51b. ta
614789£2-39c0-4ebf-b235-92b32acl07ed. ta bbc53aba-9669-4668-a7£2-205629d00£86. ta
7131e279e-aafb-4575-a771-38caabflccab.ta c3f6e2c0-3548-11el-b86c-0800200c9a66.ta 3 ee-e496 4. ta
873bcd08-c2¢3-11e6-a937-d0bf9cd5cble. ta chb3eSbal-adfl-11e0-998b-0002a5d5¢51b. ta
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| TA sign and encrypt

e Sign and encrypt on compile-time
+ RSA private key: optee-os/keys/default_ta.pem
+ Encrypt key TA_ENC_KEY: optee-os/ta/arch/arm/link.mk
+ Sign and encrypt by: optee-os/scripts/sign_encrypt.py

e Verify and decrypt on run-time
+ RSA public key in optee-os image

o OP-TEE OS decrypt key: tee_otp_get_ta_enc_key()

Toy of immovation
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| Secure Crypto, TRNG, KS

User Applicaticn

/ Linux \

Crypto tee TRNG tee

client client
driver driver

KS client
driver

Secure Monitor
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| Non-secure Crypto, TRNG, KS

User Application

i D

Linux

Crypto TRNG
\ driver driver )

Secure Monitor
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| Crypto

Jo oy o of tn
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| Crypto Accelerator

* PRNG
» Can take seed from TRNG

* HMAC/SHA, SHA3, MD5, SM3

e AES,SM4 |
* ECC, SM?2 — side-channel attack protection ability
* RSA B
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